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Threats
Fig. 4 Anatomy of a Hacked Mobile Device: How a hacker can profit from your smartphone
Your Android smartphone may look innocent. But when compromised by malware, it can illegally watch and 
impersonate you, participate in dangerous botnet activities, capture your personal data, and even steal your money.
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Surveillance
 Ì Audio
 Ì Camera 
 Ì Call logs
 Ì Location
 Ì SMS messages

Impersonation
 Ì SMS redirection
 Ì Sending email messages
 Ì Posting to social media

Financial
 Ì Sending premium rate SMS messages
 Ì Stealing transaction  authentication 

numbers (TANs)
 Ì Extortion via ransomware
 Ì Fake antivirus
 Ì Making expensive calls

Botnet activity
 Ì Launching DDoS attacks
 Ì Click fraud
 Ì Sending premium rate SMS messages

Data theft
 Ì Account details
 Ì Contacts
 Ì Call logs
 Ì Phone number
 Ì Stealing data via app vulnerabilities
 Ì Stealing international mobile 

equipment identity number (IMEI)

Average cost 
of a U.S. data 

breach in 20121
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• Reduced Instruction Set Computer (RISC) 

• ARM 32/64 Bit 

• many General Purpose Registers (GPRs) 

• r0 - r15 

• r7: ptr to current stack frame 

• r13/sp: top of the stack 

• r14/lr: holds return address 

• r15/pc: next instruction address



ARM
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• Jumps: b[l][x] 

• l (link) => return to caller after function call 

• x: exchange instruction set 

• ARM <-> Thumb



Objective-C
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• Strict superset of C 

• New: Swift 

• Calling methods vs. sending messages 

• Java: objPtr.method(param1, param2) 

• Objective-C: 

• id objc_msgSend(id theReceiver, SEL theSelector, …) 

• objc_msgSend(objPtr, @selector(method:param2Name:), param1, 
param2) 

• Calling conventions: r0:self, r1: selector, r2-r3, stack



ARM
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- (void)callWrapper{  
  [self objCFunction:1 arg2:2 arg3:3] ;}



ARM

-[AppDelegate callWrapper]: 
  
// function prologue 
push {r7, lr}       // save old base pointer, return addr 
mov  r7, sp         // frame pointer = stack pointer  
sub  sp, #0x4       // allocate additional space on stack 

// body 
movw r1, #0x3402    // higher r1 = 0x3402 
movs r2, #0x3       // r2 = 3 
movt r1, #0x0       // lower r1 = 0x0 
str  r2, [sp, #0x4] // store 3rd argument on stack 
add  r1, pc         // r1 = addr of 
selector(objCFunction:arg2:arg3:) 
movs r2, #0x1       // r2 = 1 
movs r3, #0x2       // r3 = 2 
ldr  r1, [r1]       // r1 = selector(objCFunction:arg2:arg3:) 
// [self(r0) objCFunction:1(r2) arg2:2(r3) arg3:3(sp+4)] 
blx  imp___symbolstub1__objc_msgSend 

// function epilogue 
add  sp, #0x4       // deallocate stack space 
pop  {r7, pc}       // restore old frame pointer & retaddr
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- (void)callWrapper{  
  [self objCFunction:1 arg2:2 arg3:3] ;}
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-[AppDelegate callWrapper]: 
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blx  imp___symbolstub1__objc_msgSend 

// function epilogue 
add  sp, #0x4       // deallocate stack space 
pop  {r7, pc}       // restore old frame pointer & retaddr
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- (void)callWrapper{  
  [self objCFunction:1 arg2:2 arg3:3] ;}
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- (void)callWrapper{  
  [self objCFunction:1 arg2:2 arg3:3] ;}
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-[AppDelegate callWrapper]: 
  
// function prologue 
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- (void)callWrapper{  
  [self objCFunction:1 arg2:2 arg3:3] ;}
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Mach-O

• FAT binaries 

• Header 

• Load commands 

• Segments & Sections
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Mach-O
• __TEXT

• __text: executable code 

• __cstring, __const: ro data 

• __DATA: 

• __data: writable data 

• __nl_symbol_ptr 

• __OBJC: 

•  __objc_classlist, 
__objc_classref, …



__OBJC Segment
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$ class-dump Facebook.decrypted



__OBJC Segment

10

$ class-dump Facebook.decrypted
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FairPlay
• Applications are encrypted 

• Jailbroken device + dumpdecrypted



Audit
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• Common pitfalls in iOS applications 

• Classic C Attacks / Memory corruption 

• Data storage: Data Protection API, NSUserDefaults, 
Pasteboard, SQL 

• Non persistent data: Keyboard cache, Logging 

• Transport Security 

• IPC 

• UIWebView/XSS



Format Strings
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• Format datatypes according to format 
string 

• Problem: 

• Missing format string 

• Input from untrusted source 

• Attacker can control format function 

• Dump memory, DoS, Exploit

// input from untrusted 
source 
char input[200]; 

... 

// Wrong way: 
printf(input); 

// Correct way: 
printf("%s", input); 

Exploit: "123\xde\xf3\xff\xbf....\xdc\xf3\xff\xbf%x.%x.%x.%x.%x.%49096d.%hn%12925d
%hn\x90\x90\x90\x90" + payload 
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Format Strings
• Countermeasures: 

• Prefer Objective-C over C 

• Xcode static code analyzer 

• Detection: 

• Check format functions 

• “%” in argument at format 
string position ? 

• # function arguments 
correct ?

• Format functions: 

• C: [f|sp|sn|as|d|v|vf|vs|vsn|va|vd]printf, 
syslog 

• Objective-C:  

• NSLog() 

• [NSString stringWithFormat:] 

• [NSString initWithFormat:] 

• [NSMutableString appendFormat:] 

• [NSAlert informativeTextWithFormat:] 

• [NSPredicate predicateWithFormat:] 

• [NSException format:] 

• NSRunAlertPanel



Buffer Overflow
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• Write beyond buffer 

• No proper bounds checking 

• Check for  “unsafe” functions: 

• strcat, strncat -> strlcat 

• strcpy, strncpy -> strlcpy 

• sprintf -> asprintf 

• vsprintf -> vsnprintf, vaprintf 

• gets -> fgets

char buf[BUFSIZE];  
gets(buf);

char buf[12]; 
strcpy(buf, user_input);



Data Storage
• NSUserDefaults 

• Data Protection API 

• Keychain 

• Pasteboard 

• SQL



NSUserDefaults
• Defaults system 

• Convenient way of storing data/preferences 

• Stored in preference file: /private/var/mobile/Containers/Bundle/Application/<UUID>/Library/
Preferences/<BundleIdentifier>.plist  

• Property list (.plist) 

• Apple’s Binary XML 

• $ plutil -convert xml1 de.nachtmaar.SecureObjectiveCIOs.plist 

• Don’t store credentials or sensitive data here! 

• No encryption (NSFileProtectionNone) 

• Accesible via: backups, MDM, 

17



NSUserDefaults

  [[NSUserDefaults standardUserDefaults] setObject:@"password" forKey:@"passwordKey"]; 
  [[NSUserDefaults standardUserDefaults] synchronize];

  [[NSUserDefaults standardUserDefaults] objectForKey:@"passwordKey"];

18

1 <?xml version="1.0" encoding="UTF-8"?> 
2 <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertyList-1.0.dtd"> 
3 <plist version="1.0"> 
4 <dict> 
5  <key>passwordKey</key> 
6  <string>password</string> 
7 </dict> 
8 </plist>



NSUserDefaults

  [[NSUserDefaults standardUserDefaults] setObject:@"password" forKey:@"passwordKey"]; 
  [[NSUserDefaults standardUserDefaults] synchronize];

  [[NSUserDefaults standardUserDefaults] objectForKey:@"passwordKey"];
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1 <?xml version="1.0" encoding="UTF-8"?> 
2 <!DOCTYPE plist PUBLIC "-//Apple//DTD PLIST 1.0//EN" "http://
www.apple.com/DTDs/PropertyList-1.0.dtd"> 
3 <plist version="1.0"> 
4 <dict> 
5  <key>passwordKey</key> 
6  <string>password</string> 
7 </dict> 
8 </plist>



UIPasteboard
• Implements copy & paste functionality 

• Data exchange between apps 

• General pasteboard vs. application pasteboards 

• Persistent vs. non persistent 

• Often used as migration from free to paid version 

• Deactivate copy & paste for sensitive text fields !
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  UIPasteboard *sharedPasteboard = [UIPasteboard pasteboardWithName:@"SharedPasteboard" 
create:YES]; 
  sharedPasteboard.persistent = YES; 
  sharedPasteboard.string = @"Hello, world";

Source: Manuel Binna - iOS Application Security 



UIPasteboard
• Implements copy & paste functionality 

• Data exchange between apps 

• General pasteboard vs. application pasteboards 
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• Often used as migration from free to paid version 

• Deactivate copy & paste for sensitive text fields !

20 Source: Manuel Binna - iOS Application Security 



UIPasteboard
• Implements copy & paste functionality 

• Data exchange between apps 

• General pasteboard vs. application pasteboards 
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UIPasteboard *sharedPasteboard = [UIPasteboard pasteboardWithName:@"SharedPasteboard"
create:NO];

NSString *receivedString = sharedPasteboard.string;
NSLog(@"Received the string '%@' from the other application.",

receivedString);

Source: Manuel Binna - iOS Application Security 



Data Protection
• Dedicated AES crypto engine, unique device ID  256 Bit AES 

key compiled into processor 

• Fast wipe 

• Data Protection: additional layer of encryption, levels: 

• Complete protection 

• Protected unless open 

• Until first user authentication 

• No protection



Data Protection
• AES 256 Bit per-file key 

• Each level has a distinct class key 

• Protected with passcode/touchID for some classes 

• wraps the per-file key 

• stored in file’s metadata 

• Decryption: decrypt file’s metadata, unwrap per-file key

File Data Protection 
In addition to the hardware encryption features built into iOS devices, Apple uses a 
technology called Data Protection to further protect data stored in flash memory on 
the device. Data Protection allows the device to respond to common events such as 
incoming phone calls, but also enables a high level of encryption for user data. Key 
system apps, such as Messages, Mail, Calendar, Contacts, Photos, and Health data values 
use Data Protection by default, and third-party apps installed on iOS 7 or later receive 
this protection automatically. 

Data Protection is implemented by constructing and managing a hierarchy of keys,  
and builds on the hardware encryption technologies built into each iOS device. Data 
Protection is controlled on a per-file basis by assigning each file to a class; accessibility 
is determined by whether the class keys have been unlocked. 

Architecture overview 
Every time a file on the data partition is created, Data Protection creates a new 256-bit 
key (the “per-file” key) and gives it to the hardware AES engine, which uses the key to 
encrypt the file as it is written to flash memory using AES CBC mode. The initialization 
vector (IV) is calculated with the block offset into the file, encrypted with the SHA-1 hash 
of the per-file key. 

The per-file key is wrapped with one of several class keys, depending on the circumstances 
under which the file should be accessible. Like all other wrappings, this is performed  
using NIST AES key wrapping, per RFC 3394. The wrapped per-file key is stored in the  
file’s metadata. 

When a file is opened, its metadata is decrypted with the file system key, revealing  
the wrapped per-file key and a notation on which class protects it. The per-file key is 
unwrapped with the class key, then supplied to the hardware AES engine, which 
decrypts the file as it is read from flash memory. 

The metadata of all files in the file system is encrypted with a random key, which is 
created when iOS is first installed or when the device is wiped by a user. The file system 
key is stored in Effaceable Storage. Since it’s stored on the device, this key is not used  
to maintain the confidentiality of data; instead, it’s designed to be quickly erased on 
demand (by the user, with the “Erase all content and settings” option, or by a user or 
administrator issuing a remote wipe command from a mobile device management 
(MDM) server, Exchange ActiveSync, or iCloud). Erasing the key in this manner renders  
all files cryptographically inaccessible. 

The content of a file is encrypted with a per-file key, which is wrapped with a class key 
and stored in a file’s metadata, which is in turn encrypted with the file system key. The 
class key is protected with the hardware UID and, for some classes, the user’s passcode. 
This hierarchy provides both flexibility and performance. For example, changing a file’s 
class only requires rewrapping its per-file key, and a change of passcode just rewraps  
the class key. 
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File Contents
File Metadata

File Key

File System Key

Class Key

Passcode Key

Hardware Key

Source: iOS Security Guide 2014, Apple. Inc22



Data Protection
• API usage through classes: 

• NS(Mutable)Data 

• Selector “writeToFile:options:error” 

• NSFilemanager

typedef NS_OPTIONS(NSUInteger, NSDataWritingOptions) { 
    NSDataWritingFileProtectionNone                                 = 0x10000000, 
    NSDataWritingFileProtectionComplete                             = 0x20000000, 
    NSDataWritingFileProtectionCompleteUnlessOpen                   = 0x30000000, 
    NSDataWritingFileProtectionCompleteUntilFirstUserAuthentication = 0x40000000 
};
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Data Protection
• API usage through classes: 

• NS(Mutable)Data 

• NSFilemanager 

• Selector “createFileAtPath:contents:attributes“ 

• attributes: dictionary with keys and values

FOUNDATION_EXPORT NSString * const NSFileProtectionKey NS_AVAILABLE_IOS(4_0); 
FOUNDATION_EXPORT NSString * const NSFileProtectionNone NS_AVAILABLE_IOS(4_0); 
FOUNDATION_EXPORT NSString * const NSFileProtectionComplete NS_AVAILABLE_IOS(4_0); 
FOUNDATION_EXPORT NSString * const NSFileProtectionCompleteUnlessOpen 
NS_AVAILABLE_IOS(5_0); 
FOUNDATION_EXPORT NSString * const 
NSFileProtectionCompleteUntilFirstUserAuthentication NS_AVAILABLE_IOS(5_0);

24



Steal Data
• Why should I encrypt data ????? 

• Retrieve files via Apple File Communication protocol (AFC) 

• Malicious dock station 

• Retrieve application ressources 

• Preference files -> credentials ? 

• Initiate backup 

• Logs, sqlite databases, files  

• No user authorization except unlocking with passcode/
touchID 

• Autosync option set on computer side

Practical iOS Apps hacking 
Can we trust vendors to secure our data? 
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This paper demonstrates how professional applications like, 
Mobile Device Management (MDM) Client, Confidential contents 
manager (Sandbox), professional media players and other 
applications handling sensitive data are attacked and sometimes 
easily breached.   

Readers will gain a basic understanding of how these attacks are 
executed, and many examples of how to code more securely in 
ways that will not leave applications exposed to such attacks. 

 

I. INTRODUCTION 
Gone are the days when employees only used a company-
issued phone for work related matters. Today, employees 
bring personal smart phones and tablets to the office and often 
have access to sensitive company information on these 
devices. 

This paper is the result of one-year pentesting iOS application 
and is designed to demonstrate many of the techniques 
attackers use to manipulate iOS applications in order to extract 
confidential data from the device.  

Then, Jailbreak detection features are analyzed before 
discussing the results of tests launched on professional 
applications like, Mobile Device Management (MDM) Client, 
Confidential contents manager (Sandbox), professional media 
players and other applications handling sensitive data.  

Finally the author proposes mitigation techniques to 
implement in order to avoid common mistakes that leave 
applications exposed. 

II. ATTACKING IOS APPLICATIONS 
Most of the time attacking iOS application is synonym to 
jailbreak an iDevice, decrypt the application and reverse the 
binaries. Before developing these items there is some 
interesting points to linger on, especially on regular devices. 

A. What attackers can do without jailbreaking the device 
Without having access to the file system it is impossible de 
decrypt and reverse iOS applications installed from Apple 
App Store. Nevertheless, this section present attacks vectors 

that can allow retrieving confidential information stored by 
miss implemented iOS application. 

1) Using afc protocol to retrieve data stored on the device 
Apple File Communication Protocol (AFC) is a serial 
port protocol that uses a framework called 
MobileDevice that is installed by default with iTunes. 
Since 2010 this protocol is implemented in the 
libimobiledevice[8] open-sources project. The protocol 
uses the USB Port and cable when it is connected to the 
computer and is responsible for things such as copying 
music and photos and installing firmware upgrades.  
AFC Clients like iTunes are allowed access to a 
“jailed” or limited area of the device memory. 
Actually, AFC clients can only access to certain files, 
namely those located in the Media and User installed 
applications folders. In other words, using AFC client a 
user/attacker can download the application resources 
and data. Including the default preferences file where 
sometimes credentials are stored. The only requirement 
is the device has to be unlocked. But this is definitively 
not a problem because an evil maid cans backdoor any 
iDevice Dock Station. 

 

 
Figure 1 iPown Dock: Malicious dock station. 

Mathieu Renard/ Practical iOS Apps hacking GreHack 2012, Grenoble, France

15 / 61 GreHack

Source: Mathieu Renard - Practical iOS Apps hacking
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SQL Injection

1 sqlite3 *db; 
2 char sqlbuf[256], *err; 
3 sqlite3_open("sample.db", &db); 
4 snprintf(sqlbuf, sizeof(sqlbuf), "SELECT * FROM table 
WHERE user = %s", attackerControlled); 
5 sqlite3_exec(db, sqlbuf, NULL, NULL, &err); 

• No input validation 

• Parameterized Statements 

• Detection: strings command



Non Persistent Data
• Keyboard cache 

• Used for autocorrection feature 

• Turn it off for sensitive fields! 

• App transitions 

• Zoom out and in effect needs app screenshot 

• Taken if app changes from foreground -> background 

• Logging 

• Can be viewed with Xcode 

• Conditional compilation: debug vs. release mode
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Transport Security

and kSecPaddingPKCS1SHA1, kSecPaddingPKCS1MD2, or kSecPaddingPKCS1MD5. The 
documentation should also consider that MD2, MD5, and SHA1 are less secure than 
hash functions of the SHA-2 family (e.g. SHA-256 or SHA-512) and provide 
information about how to use those with PKCS #1 padding appropriately.

3.3.5. URL Loading System, UIWebView and CFNetwork

3.3.5.1. Introduction

iOS contains different APIs to implement networking functionality in an application: 
the class UIWebView, the URL Loading System, CFNetwork, and BSD sockets. The APIs 
differ from each other both in the level of abstraction and control they provide (see 
Figure 3-18 [CFN_PROG_G]). 

UIWebView

URL Loading System

CFNetwork

Control

Abstraction

BSD sockets

Figure 3-18: Networking APIs in iOS

The class UIWebView implements a view that is capable of loading and displaying 
HTML content. It is often used by developers to implement Web browser 
functionality within an application so that the user does not have to switch to Safari 
to view a Web page. The developer can register a class as the delegate of the 
UIWebView and receive callbacks while the view loads the requested resource. 
UIWebView loads resources from the local filesystem or from remote servers. The 
developer creates and configures an NSURLRequest and tells the UIWebView to load 
that request.
A class that conforms to the protocol UIWebViewDelegate can receive messages 
declared by the UIWebViewDelegate protocol in the header file UIWebView.h of 

iOS Application Security                                                                                                               Manuel Binna
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• several network APIs 

• Abstraction vs. control 

• URL Loading System: 

• Supports standard protocols 
like HTTP(s), FTP(s), … 

• CFNetwork: low-level 
framework for network 
communication
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URL Loading System

• By default proper SSL/TLS handling 

• But people turn it off! 

• Debugging Code



URL Loading System
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- (BOOL)connection:(NSURLConnection *)connection 
canAuthenticateAgainstProtectionSpace:(NSURLProtectionSpace *)protectionSpace { 
 return [protectionSpace.authenticationMethod 
isEqualToString:NSURLAuthenticationMethodServerTrust]; 
}

- (void)connection:(NSURLConnection *)connection 
didReceiveAuthenticationChallenge:(NSURLAuthenticationChallenge *)challenge { 
    [challenge.sender useCredential:[NSURLCredential 
credentialForTrust:challenge.protectionSpace.serverTrust] 
forAuthenticationChallenge:challenge]; 
}

NSURLConnectionDelegate prior iOS 8:



URL Loading System
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- (void)connection:(NSURLConnection *)connection didReceiveAuthenticationChallenge:
(NSURLAuthenticationChallenge *)challenge{ 
  [challenge.sender useCredential: 
   [NSURLCredential 
credentialForTrust:challenge.protectionSpace.serverTrust]forAuthenticationChallenge:chall
enge]; 
}

• Detection: 

• __TEXT, __nl_symbol_ptr: Check for NSURLAuthenticationMethodServerTrust 

• __OBJC, __objc_methname : 

• “connection:canAuthenticateAgainstProtectionSpace:" 

• “didReceiveAuthenticationChallenge:"

Since iOS 8:



URL Loading System
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CFNetwork 

Source: [Binna]33

• Finer grained control 

• Based on BSD sockets 

• Read and write bytes (a)synchronously to/from a 
stream 

• Possibility to influence certificate validation, force 
specific SSL/TLS versions



CFNetwork 

34 Source: [Binna]

NSURL *theURL = [NSURL URLWithString:@"https://www.example.com"]; 
CFHTTPMessageRef httpRequest = 
CFHTTPMessageCreateRequest(kCFAllocatorDefault, CFSTR("GET"),
(CFURLRef)theURL, kCFHTTPVersion1_1); 

// Create stream to retrieve HTTP response 
CFReadStreamRef readStream = 
CFReadStreamCreateForHTTPRequest(kCFAllocatorDefault, httpRequest); 

// Configure SSL/TLS security settings 
NSDictionary *tlsSettings = 
  [NSDictionary dictionaryWithObjectsAndKeys: 
    (id)kCFStreamSocketSecurityLevelNegotiatedSSL, 
    (id)kCFStreamSSLLevel, 
    (id)kCFBooleanFalse, 
    (id)kCFStreamSSLValidatesCertificateChain, 
    nil]; 

CFReadStreamSetProperty(readStream, 
                        kCFStreamPropertySSLSettings, 
                        tlsSettings); 

// read from stream 



CFNetwork 

34 Source: [Binna]

NSURL *theURL = [NSURL URLWithString:@"https://www.example.com"]; 
CFHTTPMessageRef httpRequest = 
CFHTTPMessageCreateRequest(kCFAllocatorDefault, CFSTR("GET"),
(CFURLRef)theURL, kCFHTTPVersion1_1); 

// Create stream to retrieve HTTP response 
CFReadStreamRef readStream = 
CFReadStreamCreateForHTTPRequest(kCFAllocatorDefault, httpRequest); 

// Configure SSL/TLS security settings 
NSDictionary *tlsSettings = 
  [NSDictionary dictionaryWithObjectsAndKeys: 
    (id)kCFStreamSocketSecurityLevelNegotiatedSSL, 
    (id)kCFStreamSSLLevel, 
    (id)kCFBooleanFalse, 
    (id)kCFStreamSSLValidatesCertificateChain, 
    nil]; 

CFReadStreamSetProperty(readStream, 
                        kCFStreamPropertySSLSettings, 
                        tlsSettings); 

// read from stream 

const CFStringRef 
kCFStreamPropertySSLSettings; 
const CFStringRef 
kCFStreamSSLValidatesCertificateChain, 
kCFStreamSSLPeerName, 
kCFStreamSSLCertificates, 
kCFStreamSSLIsServer; 

const CFStringRef kCFStreamSSLLevel; 
const CFStringRef 
kCFStreamSocketSecurityLevelNone, 
kCFStreamSocketSecurityLevelSSLv2, 
kCFStreamSocketSecurityLevelSSLv3, 
kCFStreamSocketSecurityLevelTLSv1, 
kCFStreamSocketSecurityLevelNegotiatedSSL;



CFNetwork 

Source: [Binna]35

• Toll-free-bridging between CFStreams and 
NSStreams (Objective-C API) 

• same constants, different name 

• prefix: NSStreamSocketSecurityLevel 

• Check selector “setProperty:forKey:”



CFNetwork 
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Transport Security 

Source: [Binna]37

• Dangers? 

• MitM-Attacks 

• Intercepting traffic -> Steal sensitive information 

• Inject/modify code/data 

• Protocol issues: 

• SSL 3.0: Poodle 

• TLS 1.0: Beast  

• Steal HTTPS cookies



IPC
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• Simple IPC mechanism 

• Allows data exchange, launch other applications 

• Register scheme 

• Info.plist: CFBundleURLTypes -> CFBundleURLSchemes 

• e.g.: Facebook, “fb“ => “fb://action?
parameter1=value1&parameter2=value2” 

• Encode transactions in URL 

• As always: thorough input validation 

• Ask for authorization first!

fb://action?parameter1=value1&parameter2=value2


IPC

- (BOOL)application:(UIApplication *)application openURL:(NSURL *)url 
sourceApplication:(NSString *)sourceApplication annotation:
(id)annotation{ 
  // trigger action 
  return YES; 
}

Since iOS 4.2:
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- (BOOL)application:(UIApplication *)application handleOpenURL:(NSURL 
*)url{ 
  // trigger action 
  return YES; 
}



IPC
IPC handling

  [[UIApplication sharedApplication] 
   openURL: 
    [NSURL URLWithString:@"other-app://action?parameter1=value1&parameter2=value2"] 
   ];

IPC call
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- (BOOL)application:(UIApplication *)application openURL:(NSURL *)url 
sourceApplication:(NSString *)sourceApplication annotation:
(id)annotation{ 
  // trigger action 
  return YES; 
}



IPC
IPC handling

  [[UIApplication sharedApplication] 
   openURL: 
    [NSURL URLWithString:@"other-app://action?parameter1=value1&parameter2=value2"] 
   ];

<iframe src="fb://profile/"></iframe>

IPC call
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- (BOOL)application:(UIApplication *)application openURL:(NSURL *)url 
sourceApplication:(NSString *)sourceApplication annotation:
(id)annotation{ 
  // trigger action 
  return YES; 
}

fb://profile/


IPC
IPC handling

  [[UIApplication sharedApplication] 
   openURL: 
    [NSURL URLWithString:@"other-app://action?parameter1=value1&parameter2=value2"] 
   ];

<iframe src="fb://profile/"></iframe>

IPC call
com.mobile.safari
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- (BOOL)application:(UIApplication *)application openURL:(NSURL *)url 
sourceApplication:(NSString *)sourceApplication annotation:
(id)annotation{ 
  // trigger action 
  return YES; 
}

fb://profile/


IPC
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IPC

Source: Nitesh Dhanjani - NEW AGE APPLICATION ATTACKS 
AGAINST APPLE’s iOS42

• Malicious website containing: 

<iframe src=“skype://1408555555?
call/“></iframe>

• Credentials cached in app? 

skype://1408555555?call/


IPC
Malicious Websites Can Force Arbitrary skype: Calls

<ifram
e src=”skype://14085555555?call”>

<iframe src=”skype://justin_bieber?call”>

IMPLICATIONS:
‣ Malicious websites can invoke arbitrary Skype calls
‣ Identity de-cloak
‣ Can happen much too quickly
‣ A forced call to Justin Bieber can be especially devastating

Source: Nitesh Dhanjani - NEW AGE APPLICATION ATTACKS 
AGAINST APPLE’s iOS42

• Malicious website containing: 

<iframe src=“skype://1408555555?
call/“></iframe>

• Credentials cached in app? 

skype://1408555555?call/


UIWebView
• In-app browser 

• Renders web pages, PDFs, images, … 

• Executes JavaScript -> Danger of XSS 

• Often used as GUI 

• Additional JavaScript <-> Objective-C bridge 

• XSS attacks can be much more severe
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UIWebView
1  let myvar = "<script>alert('XSS!');</script>" 
2  let js = "var myvar=\"" + myvar + "\";" 
3  webView.stringByEvaluatingJavaScriptFromString(js) 
4 
5  webView.loadRequest( 
6   NSURLRequest( 
7     URL: NSURL( 
8       fileURLWithPath: NSBundle.mainBundle().pathForResource("index", ofType: 
"html")! 
9     )! 
10   ) 
11 )

1 <html> 
2  <head></head> 
3  <body> 
4   <p> 
5   Cross-Site Scripting in UIWebView: </p> 
6   <p> 
7   This is an example of XSS: <script>document.write(myvar);</script> 
8   </p> 
9  </body> 
10 </html>
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UIWebView
1  let myvar = "<script>alert('XSS!');</script>" 
2  let js = "var myvar=\"" + myvar + "\";" 
3  webView.stringByEvaluatingJavaScriptFromString(js) 
4 
5  webView.loadRequest( 
6   NSURLRequest( 
7     URL: NSURL( 
8       fileURLWithPath: NSBundle.mainBundle().pathForResource("index", ofType: 
"html")! 
9     )! 
10   ) 
11 )

1 <html> 
2  <head></head> 
3  <body> 
4   <p> 
5   Cross-Site Scripting in UIWebView: </p> 
6   <p> 
7   This is an example of XSS: <script>document.write(myvar);</script> 
8   </p> 
9  </body> 
10 </html>
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UIWebView
• Skype <= 3.01 

• Rendered local HTML 
page 

• Failed to validate full 
name 

• Steal user’s address book 

• Upload to external 
server



• Encryption 

• hardcoded keys 

• ECB Mode 

• Weak PRNG’s -> arc4random, rand, random 

• Push notifications -> Certificate’s public available at 
server-side?
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What’s left ?
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Conclusion

• Input validation, input validation, input validation !


